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WHAT IS INFORMATION SECURITY (PART IS):

In simple terms: 

Management of information (and cyber) security risks 

with a potential impact on aviation safety 
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Currently a next safety net is introduced:

PART IS – Information Security

EASA PART IS becomes applicable for Part 21J/G organizations on 16 October 2025

(for Maintenance and Continuing Airworthiness Management 22 February 2026).

The application date is in the future, but not too far away.

Workshops from EASA and national authorities currently scheduled.

Easy Access Rules for Information Security (Regulations (EU) 2023/203 and 2022/1645)

Delegated regulation - 2022/1645 - EN - EUR-Lex
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WHY INFORMATION SECURITY (PART IS):

• Most aviation processes, equipment and communication network are now 

digitized

• Airlines and the aviation industry as a whole find information security (including 

cybersecurity) of great importance - the entire process from safety, passenger 

comfort to the business may be impacted if they go wrong or jeopardized.

• The aviation industry has seen a surge in ransomware attacks in recent years and 

cyber incidents are a serious threat to business continuity. 

• Not including all events of Information Security, Data shows cyber attacks alone 

rose by 131% between 2022 across the aviation industry.

Feb 2026



FOR TRAINING ONLY 
REPRODUCTION, COPY, DISCLOSURE PROHIBITED WITHOUT PRIOR WRITTEN APPROVAL THROUGH EURO-COMPOSITES

PART IS (INFORMATION SECURITY)

5

WHAT IS THE ORIGIN OF PART IS (IN THE DIGITAL AGE WE LIVE IN)

• Before the introduction of radio communication, aircraft communicated with ground 
crews and other aircraft using visual and auditory signals

• Until radio communication was introduced in 1915

• Most of office files were in hard copy 

• Then computers were introduced and all information held in digital files

• Pilots would carry their hard copy flight manuals in heavy bags

• And then we went to the digital age with the EFB (Electronic Flight Bag)

• Use of electronic equipment in offices, airplanes, airports, air traffic has created risks 
that can seriously affect aviation safety 

• LIKE SYSTEMS IN BUSINESS, SUPERMARKETS, HOSPITALS ETC, THIS HAS BROUGHT ON 
RISKS WHICH IN AVIATION IS DESCRIBED AS “INFORMATION SECURITY” AND 
THEREFORE THESE RISKS HAVE TO MITIGATED 

Earliest communication was 
visual signalling

We used hard copy papers

Aircraft radio communication first 
used 1915

Then we had computers since 
1980s

Pilots carried flight 
manual in a bag

Now it is compressed in an Electronic 
Flight Bag (EFB)
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JULY  2025

Date Event

1912 First aircraft autopilot was developed 

Apr 1915 First Aircraft radio communication 

1932 First  movie entertainment used (IFE), system which was electronic and had to be tested for EMI interference 

1975 Satcom introduced /radio telephone communication in flight , which had to be checked for EMI interference 

1999-2000 “Y2K” 2000 year millennium bug fears could affect navigation - Flight Tested  did not happen (some mitigation action)

Jan 2000 Cross Air flight crash , only case  suspect mobile phone interference with navigation. 

2000 onwards Emirates ICE (information communication entertainment) system, pushed the boundaries in wide use of entertainment, including use of PEDs in limited way . All flight tested for EMI interference. 

Dec 2006 B757 Flight attendant reports passenger become argumentative using cell phone in flight.   

Mar 2006 Etihad first Middle east carrier to use Connexions by Boeing on board communication system Tested for EMI interference 

Oct  2006 A330/340 Blanking of flight deck Display Units in flight – first reset/reboot , next soft ware change 

Jan 2007 Kingfisher first Indian carrier to operate  Live TV, flight tested for EMI interference. 

Aug 2007 Apparent PED interference event , passenger portable garmin GPS model apparent interfered with B737 DME navigation update. 

May 2011 CRJ200 First Officer reports compass system malfunctions mobiles are turned off the compass system returns to normal.

Nov 2013 CRJ-200 Captain experiences interference in his Bose X headset possibly caused by a cell phone.

Nov. 1,2013 JetBlue passengers  and Delta flights first to use mobile in flight.  All Flight Tested for EMI interference 

Mar 2014 Air Carrier  experiences localizer oscillations ,suspects may have been caused by an electronic device.

Nov 2014 B767 deviating from ILS course and altitude on approach because of autopilot error, possibly caused by passenger cell phone 

Feb  2015 B737  reported possible interference from cell phones in the cabin that could account for the electronic anomalies 

Jul  2015 Flight Attendant reported continuing issues with PEDs that the reporter feels pose a danger to the safety of flight

Nov 2015 Flight Attendant reported that  passenger was not compliant in regard to stowing of baggage and electronic device 

Nov 2015 Reported an increase in passengers not complying with regulations and Flight Attendant instructions, using mobiles on take off. 

Jul 2016 Flight Attendant reported being concerned about passenger use of electronic devices during safety checks 

Oct 2016 B737 flight crew  confusion in company policy related to a passenger who brought a Samsung Galaxy Note 7 phone on board.

Oct 2016 Flight Attendant identified a banned electronic device on board returned to gate 

Apr 2017 EMB-175 radio static interference which was suspected to be from Flight Attendant or passenger electronic device use.

2018 CRJ-700 reported flight instrument anomalies that cleared up when passengers were advised to turn off all elec equipment. 

Jan 2022 “5G” Mobile phone use, concerns may affect aircraft instruments including altimeter.  

Jan 2022 “5G”. A lot of guidance from ALPA (airline pilots association, FAA and other concerned authorities) The main concern aircraft radar altimeters use the same frequency band (C) or close to that used by 5G.  

6 Mar 2022 Passenger sending Apple computer  “Air Drop”  frightening messages of air crashes   disrupts flight (in flight security issue)

10 May 2022 Passenger sending Apple computer  “Air Drop”  frightening messages of air crashes   disrupts flights (in flight security issue)

Jul 2022 Student  sent joke message “on my way to blow up the plane. I’m a member of the Taliban”. …

10 Aug 2022 Passenger sending Apple computer  “Air Drop”  frightening messages of air crashes   disrupts flights (in flight security issue)

Aug 2022 Global “safety alert for operators” US FAA  an issue with Boeing’s Onboard Performance Tool (OPT), a mobile app that pilots can use to make safety calculations before take-off and landing.  

19 Oct 2022 Passengers sending Apple computer  “Air Drop”  frightening messages of  hoax bomb threat  disrupts flights (in flight security issue) .

Jan 2023 US (FAA)  signalled that it will require the operators of all 8,000 commercial aircraft to equip with either 5G C-Band-tolerant rad altimeters or approved filters by February 2024. 

Feb 2023 Passenger (student ) sending Apple computer  “Air Drop”  bomb hoax frightening messages

Sep 2023 GPS spoofing unknown source in the Iraq-Iran area causes complete aircraft navigational system failures / some overflying 

17Feb 2024 El Al flight , crew received instructions via ATC frequency in conflict with the flight plan. The crew ignored the instructions, switched to a different communication method and continued to Tel Aviv for a safe landing. 

19 Jul2024 Global cyber attack causes Chaos to airlines,  (and banks, business, telcom etc)

08 Aug 2024 FAA proposes rule making proposed new design standards to address cybersecurity threats for transport category planes, engines and propellers. Refer to FAA web for this on more information 

Nov 2024 EASA announced at workshop and previous notification of the introduction of EASA Part 21 Part Information Security- (implementation 2025/6

Dec 2024 International Civil Aviation Organisation (ICAO) annual Security Week Meeting  With the theme “Sustainable Future of Aviation Through Security,” 

21 Oct2024  Boeing satellite suffered an 'anomaly' causing it to spontaneously explode in orbit, resulting in worldwide internet and communication blackouts 

30Dec2024  Lauda Air A320  (subsidiary of Ryanair) flight to Vienna diverted to Brno in Czech Republic two aborted landing after GPS signal jammed.  (GPS jamming , causing navigation issues increased since 2022 especially in Baltics) 

16Jan2025 Ryanair  forced emergency landing after reporting GPS interference (signal jammed) issue near Russia. Over 800 instances of GPS interference were reported by Pilots flying into Vilnius Airports in final three months of last year. 

21Mar.2025 London Heathrow airport shutdown. Transformer fire in nearby Hayes, Power outage shuts down airport (hopefully for a day) ,,flight disruption .

19 Apr2025 Aerolineas B 737, Buenos Aires to Bogota instruments of the first officer went dark. Returned

31 Aug 2025 Reported jet carrying EU President Von der Leyen to Plovdiv lost all electrical navigation aids on approach to landing (suspect GPS jamming), media reported suspected  Politically motivated ?

20.Sept.2025 Cyberattacks disrupts flight operations at European airports.  Collins Aerospace, is experiencing a technical prblems
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WITH MOST AVIATION PROCESSES AND EQUIPMENT DIGITZED, THIS CAN LEAD TO IN SERVICE SAFETY RISKS

INCIDENTS LIKE THESE LEADS TO THE CONCERN OF INFORMATION SECURITY AND HENCE THE REGULATORS FEEL THE NEED 

TO INTRODUCED A “PART IS” THROUGH REGULATIONS
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No Date Problem Mitigating action 

1 Oct 2006 A330/340 Blanking of flight deck Display Units in flight first reset/reboot , next software change 

2 From 2000 PED Interference with flight deck instruments PEDs switch off take off landing,. Pre flight 

safety warnings- Flight crew prepared with 

appropriate equipment 

3
Jan 2022/2023 “5G” Mobile phone use, concerns may affect aircraft instruments including altimeter.  Disruption of flights into US

FAA ruled that operators equip with either 5G C 

–Band tolerant rad altimeters or approved filters

4 Feb 2024 EFB (Electronic Flight Bags -tablets with lithium battery) used by Pilots in Cockpit, which carries risk of fire  (like in the 

cabin)  

Use of integrated EFB, or follow the EASA 

guidelines in case of using tablets and holders 

for EFB 

5 2022/2023 Passenger using Computer Apple “AirDrop” sends frightening messages to other passengers on plane – flight 

disruption  

Immediate arrest of passengers – clear deterent

message to attackers that they are breaking the 

law and will not try this. Also Apple computer 

advised of their system to ensure better data 

control 

6 Current Data control for Aviation Design, Production and Maintenance Orgainsations
(-incorrect (technical) classifications ,unauthorized data modification or approval,supplier & data integrity issues,significant in-service 

findings linked to the design,design data stolen or subject to cyberattack, unauthorized data transmittal or deletion)

Data security control systems , like firewall 

blocking of risk data , internal audit and 

external regulatory EASA audit of company’s 

system. Important for immediate notification to 

sender and recipient – to ensure that aviation 

secure systems are in place

7
Aug 2022 Global “safety alert for operators” US FAA  an issue with Boeing’s Onboard Performance Tool (OPT), a mobile app that 

pilots can use to make safety calculations before take-off and landing.  Possible flaw meant hackers could tamper with 

critical data and trick pilots into using the wrong settings, potentially causing a crash.

Software change 

8
2023/2025 GPS Spoofing/Interference – Can cause Aircraft navigation problems

Mitgation possible to guard against interference 

- like AIM(advanced interference monitoring 

mitigation) NovAtel GRIT (GMSS Resillience

and Integrity Technology  etc

9
Aug 2024/

Dec 2024 

Regulators FAA/EASA (and ICAO) concerns on Information Security (Cyber Security) Introduce  Regulation Changes 

Some practical examples may be:

-incorrect (technical) classifications , unauthorized data modification or approval,supplier & data integrity issues

significant in-service findings linked to the design,design data stolen or subject to cyberattack,unauthorized data transmittal or deletion

Introduction of Regulation Change – EASA Part 

IS . Organisations Design , Production and 

Maintenance to have an ISMS (Information 

Security Management System ) 2025/206

Information Security (Regulations (EU) 2023/203 

and 2022/1645)
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Problem IS Action DOA 
“5G” concerns may affect aircraft instruments including 

altimeter.  Disruption of flights into US
FAA ruled that operators equip with either 5G C –

Band tolerant rad altimeters or approved Fitment of 

Filters 

Large DOAs 

Operation: Mitigate against 

attacks/interference, like cyber attacks.

With the appropriate  EASA approved 

scope will issue Change (STC) to install 

5G resistant Rad Altimeters. 

In addition to identify any IS risks and 

issue mitigating action for risks 

Typical Consideration 

Data/Documentation Control:

For the change protect/mitigate against:
-incorrect (technical) classifications 
,unauthorized data modification or 
approval,supplier & data integrity 
issues,significant in-service findings linked to 
the design,design data stolen or subject to 
cyberattack, unauthorized data transmittal or 
deletion) Fake documentation

Installation of any change , related to or unreleated to IS 

Like fitment of an air condition duct .  

Typical minor change, an air condition duct , low or 

no probability of impacting information security (IS)

Small DOAs

Operation: Confirm change(mod)

has no impact on operation IS (i.e cyber 

attacks , EMI interference etc) 

Data/Documentation Control :

As above 

(see page 8)
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*
HAZZARD/RISK 

IDENTIFIED  

HAZZARD/RISK

DESCRIPTION 

RISK

CLASSIFICATION-

RED/YELLOW/GREEN

(apply /matrix below)

MITIGATION MEANS FOR RISKS CLASSIFSSIFIED 

RED OR YELOW 

* Information

Security 
Check the extent Part IS to 

be considered introduced 

with this change. 

1. All change documents are exchanged between stake holders in secure pdf  

format, hence there is low risk of external parties (cyber attack) access the

documents to alter any information with the intension of jeopardising the

process.

2. Certification and compliance documents like manufacturing drawings etc, /are

forwarded to the customer in a controlled manner ., where IP  intellectual

Property and sensitive data cannot be  used by any non approved company to

make fake immitation parts, that could be inferior get on to the airplane and

jeopardise safety levels.

3. All design documents for signature go through a Design Assurance

(management) check and  balance system with multiple signature

levels...hence any incorrect/ misleading/errors in the information is picked up

and corrected. In addition the ISM internal quality monitoring system and EASA

auditors oversee the documents.

4.All design document projects are stored and well guarded IT ERP system.

5.The company  IT communication through email system is protected with a strong

security sensitive firewall system that blocks  incoming mail which are in

unfavorable and outdated  formats. There are attempts to  enhance/improve the

system further with more  pronounced alerting system in “best  practices”when

files are  blocked in order to  improve the efficiency and smooth running of two

way communication.

6.Exchanges between stakeholders for certification  of the documents are

exchanged and recorded in a document called Comments Sheet (CF), hence  to

ensure the accuracy of the information and a record in the unlikely event later in

in an investigation , clarification can be obtained by referring to the CF

sheet. 
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